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(57) Abstract :

Among the many types of cyber attacks, social engineering is among the most common and simple. The majority of computer system attacks, according to research,
relied on social engineering techniques. We have created a system that can identify social engineering attacks using NLP and artificial neural networks, taking into
account the significance of developing areas like cyber security and machine learning. This method can be used to identify conversations as potential social engineering
attacks, whether they take place online or in offline texts. An artificial neural network is employed to categorize potential attacks after the conversation text has been
parsed and checked for grammatical errors using natural language processing techniques. A real dataset and a semi-synthetic dataset were used to evaluate the proposed
method, and the results showed very high accuracy. There have also been comparisons in both datasets using alter-native classification methods.
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